wwmmsewie= NEW BRUNSWICK COMPUTING SERVICES
RUTGERS USER SERVICES GROUP
CGIl Forms on RCI
Platform: UNIX Level of Difficulty: Advanced

This program is designed to be used as a CGI program to processinput from forms. It isintended only for use with the POST
method. Hereistypical HTML.:

<FORM ACTION="/cgi-bin/form/~smith/myform" METHOD=POST>
Var 1: <INPUT TY PE="text" name="varl"><br>

Var 2: <INPUT TY PE="text" name="var2"><br>

<INPUT TY PE="submit">

The action must specify the URL where the form program isinstalled, in this case/cgi-bin/form, followed by thelocation of aset of files
that describe how the form isto be processed. In this case the files are specified by ~smith/myform.

Theprogram actually usesaset of files. For example when the argument is ~smith/myform, specificationswill beread from
~smith/html_data/myform.form-spec, and the datawill be put in thefile~smith/html_data/myform.form-data. Additional suffixesmay be
used as described below. 1n the action you may also specify ~smith/myform.form-spec. The .form-spec will be removed before
producing other filenames such as myform.form-data.

NOTE: ~smith means~smith/html_data. Just as~smith in anormal web page refersto asubdirectory ~smith/public_html, ~smithina
form refersto ~smith/html_data. A separate directory is used for security reasons.

Datafrom theform can be put in afile and/or mailed. The processing of the datais controlled by the form-spec file. The form-specfile
containslines, each of which are of theform variable=value. E.qg.

Szdimit=20

replace=*/"/""/

test=*//
fildine="<$var1>""<$var2>"
mailline="<$var1>","<$var2>"
mailto=smith@rci

In general the lines are executed in the order they occur in the file. The order shown above isatypical one. With thisform-specfile, the
datawould be placed into the form-datafile and also sent viaemail. That is because both fileline= and mailto= commands appear in the
file

WARNING: the keywords must be given exactly as shown. Matches are case-sensitive. Blanks are significant. Unrecognized linesare
ignored, so you can put commentsin. (In general any line without an = sign should be safe, even if | add new variables.

"fileline=" indicatesthat datafrom theformisto bewrittento afile. It will writeto thefilenamegivenin ACTION, with .form-dataadded
totheend. Everything after the=will bewrittento thefile, except that <$xxx> will bereplaced by the value of the variable xxx from the
form. Form writesthe data at thetimeit processesthe fileline= command. (<$$xxx> can also be used to refer to environment variables,
e.g. <$$REMOTE_USER>. These environment variables are set by the web server, asdefined in the CGI specification. Sincethe exact
set of variables depends upon the specific server and configuration, they are not described here.) If you put in <$foo>, and thereis no
variablefoointheform, anull string will be used. Thefinal line may not belonger than 8K B.

"mailline=" indicatesthat the datafromtheformisto be sent viaemail. It ishandled exactly like"fileline=". That is, <$xxx> isreplaced
with the value of xxx. Themail isnot actually sent until the"mailto="lineis processed.

"mailto="indicates that the datafrom the form isto be sent viaemail. It will be sent to the address you list after the =. The mail is sent
at the time form processesthe "mailto=" line. There are two waysto specify what goesin the mail message. Either put a"mailline="
command beforethe"mailto=" command, or createamail templatefile. A mail templatefile hasthe usual file name, but endsin .form-
mail. Thetemplatefile should contain the entire email message, completewith all headers. Anywhere <$xxx> appearsin thetemplatefile,
it isreplaced with the value of the form variable xxx. The mailto= may list more than one address, separated by spaces. Variable substi-
tutionisdonein themailto=line. Thefinal line may not be longer than 8K B.
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"test=" gives a pattern that is used to test one or more variables. Often you want to make sure the user filled in certain fields, or that
certain fields are numeric, etc. test= allows you to test the datathe user filled in. If the test fails, an error message will be shown. No
datawill be put in thefile and no datawill be sent. Theformat of atest=lineis

test=variable/regexp/error message/
For example,
test=name/ [a-zA-Z] [a-zA-Z] */The name must be al phabetic/

will test thevariable "name". It must match the pattern [a-zA-Z] [azA-Z] *, which only allows etters. If thetest fails, the user will get
the error message " The name must be al phabetic”. You can use* in place of the variable name. If you do, that test will be applied to all
variables. You can omit the error message. If you do, form will generate amessage. You may omit thetest, or leaveit blank, i.e. //. If you
do, form will make sure that the user specified something for the field, but will not do any additional checking. The simplest test isthe
one | used asthe example: test=*//. This checks all variables, and requiresthat they were all filled in. For details on the patterns, use
the command "man regexp". Not that the delimiter canbe/, \,", or ". It is possible to test an environment variable by putting a$ before
thevariablename, e.g. "test=3REMOTE_USER//" will requirethat the environment variable REMOTE_USER hasbeen set. However,
test=* tests only the variables from the form, not the environment variables.

NOTE: test=* testsall variablesthat are passed by the form. This may not be what you want. Aslong as you know that the form will
always send the required variables, test=* isfine. For normal text boxes, theform will always send something, evenif itisanull string.
So if your form consists entirely of text fields, test=*// is enough to guarantee that all boxes are filled in. However, checkboxes only
generate dataif they arefilled in. For caseslike this, you may need to put in explicit testsfor all the variable that you regard as required.

"replace=" allows you to change some | etters into other letters. Normally you are going to be producing files that use commas as
separators, and possibly " to quote text. If the user putsacommaor " in the data, this could confuse your database program. The
replace command lets you replace, or " with something else. If you are using acomma separated list, you might do something like

replace=*/,/$/
That would replace all commaswith dollar signsin all variables. replace= hasthe general syntax
replace=variable/regexp/text/

Aswith test, you can apply the replacement to the value of an individual variable, or you can use* to do it for al variables. The
delimiter canbeany of /,\, ", or °. You cannot do replacements on environment variables.

"sizelimit="allowsyou to put alimit on the size of the datafilethat iswritten by the "fileline=" command. Thelimitisin bytes. This
prevents users from feeding lots of junk to your form and filling up your disk quota. Note that form will accept amaximum of 8K of data
fromasingleform. The"sizelimit=" must appear beforethe"fileline=".

Asdescribed above, form will use several files, all of which arein ~user/html-data. The filenames are based on a path specified in the
ACTION attributein your <FORM> tag. (It isalso possibleto specify apath using avariable FORM_DATAFILE intheformitself. In
theory you could set up aform that can be processed by different form specifier files, depending upon which box a user checks. Thisis
almost certainly too much rope.) All files must be owned by the same user. They must not be symbolic links.

If you want to write datato afile, the form program must be able to writeto thefile. Normally thisis done by setting the form-datafile so
that the group "cgi" can writetoit. The program "make_html_data" will setup an html_data subdirectory for you in such away that all
filesinit areautomatically in group cgi. You must still make surethat theform-datafileisgroup writable.

Rutgers University Computing Services



Page 3

Hereisalist of thedifferent suffixesused:
form-spec: Thisfileisrequired. It specifies how the formisto be processed, using the variables described above.

form-data: Thisfileisrequiredif youwant towritedatato afile. Thefile must exist, and must be writable by the form program. If you
just want to mail your data, you don't need it.

form-mail: Thisfilecontainsatemplatefor email. Itisonly neededif you want to send mail. If you are sending email, you must either
specify mailline=in the form-spec file, or supply theform-mail file. It does not make senseto do both.

form-error: Thisfile contains atemplate for error messages. It should be aweb page, with all the necessary tags. The pseudo-tag
<$ERROR> will bereplaced by thetext of the error message. Only thefirst occurancewill bereplaced. Thisfileisoptional. If you don't
haveit, formwill use adefault error message format.

form-ok: Thisfile contains atemplate for the success page. Once form has accepted the user'sform, it will show thispage. It should be
aweb page, with all of the necessary tags. Pseudo-tagsthat [ook like <$xxx> will be replaced with the value of theform variablexxx. This
fileisoptional. If you don't haveit, form will use adefault success page format.

RECOMENDED SETUPS

| expect the most common use for this program will be to prepare datafiles which you will read into a spreadsheet or database program.
Most commonly, these programs expect fields separated by commas or tabs. If you have aform with variables called "name" and
"address’, hereiswhat you need in the form-spec file to generate acomma-separated file:

fildine=<$name>,<$address>

Some programs want you to put quotes around the variable s, in case there are blanks or commasin them. Here iswhat you would do to
put quotes around those two variables:

fileline="<$name>","<$address>"

Finally, | recommend that you specify replacementsfor the deliminaters. If you are using asimple comma separated list, you'll need to
do areplacement for the comma at the end of the line. Otherwise acommain the name or address could confuse the database program.
Inthefollowing example, | replace commaand newlinewith dollar. (\nisthe special codeindicating the newline character)

replace=*/,/$/
replace=* /\n/$/
fildline="<$name>" " <$address>"

If you are using quotes around everything, you don't need to worry about the commas. But you do have to worry that a user may put
guotesin their data. The following example replaces quotes with single quotes, and turns new linesinto dollars:

replace=*/,/'/
replace=* /\n/$/
fildline="<$name>" " <$address>"

Once you have gotten the fileline and replace commands right, think about whether you want to do any tests. The easiest tests are to
see whether the user typed any data. If all of thefields are required, you want to make sure the user entered something for every field.
Thefollowingwill do that:

test=*/ /

replace=*/,/'/

replace=* /\n/$/
fildline="<$name>","<$address>"
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If only certainfields arerequired, you will want to use a separate test command for each. For exampleif only name and address are
required, you might havethefollowing:

test=name// You must fill in your name/
test=address/ / You must fill in your address/
replace=*/,/'/

replace=* /\n/$/
fileline="<$name>","<$address>","<phone>"

You praobably do not want to get into more complex tests unless you are an Unix expert.
SAMPLES

Tocreateaformthat sendstheresultstoadatafileonly.

Createan HTML file

<BODY>

<FORM ACTION="/cgi-bin/form/~smith/myform" METHOD=POST>
<P>Name

<INPUT TY PE="text" name="name"'><BR>

<P>Address

<INPUT TY PE="text" name="address'><BR>

<P>

<INPUT TY PE="submit">

</BODY >

Replace ~smith with your ~username. Savethefileas"form.html" and put itin your public_html directory.
Using atelnet program login to your RCI account.
make_html_data
cd html_data
pico myform.form-spec
Placethistext in the myform.form-specfile
Szdimit=200
replace=*/,/'/
replace=* /\n/$/
test="*//
fileline="<$name>","<$address>"
Type Ctrl-X to savethefile.

touch myform.form-data

Fill out the form on the World Wide Web to test it. Look in the file /html_data/myform.form-data, your results should be there.
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Tocreateaform that sendstheresultsto adatafileand email.
Createan HTML file

<BODY>

<FORM ACTION="/cgi-bin/form/~smith/myform" METHOD=POST>
<P>Name

<INPUT TY PE="text" name="name"'><BR>

<P>Address

<INPUT TY PE="text" name="address'><BR>

<P>

<INPUT TY PE="submit">

</BODY >

Replace ~smith with your ~username. Savethefileas"form.html" and put itin your public_html directory.
Using atelnet program login to your RCI account.
make_html_data
cd html_data
pico myform.form-spec
Placethistext inthe myform.form-specfile
Szdimit=200
replace=*/,/'/
replace=* /\n/$/
test="*//
fileline="<$name>","<$address>"
mailline="<$name>","<$address>"
mailto=smith@rci
Replace "smith" with your "username". Type Ctrl-X to savethefile.
pico myform.form-mail
Placethistext inthemyform.form-mail file
From: "My form page"
To: smith@rci.rutgers.edu
Subject: Personal Information from myform
Personal Information:
Name: <$name>
Address; <$address>
Replace "smith" with your "username". Type Ctrl-X to savethefile.

touch myform.form-data

Fill out the form on the World Wide Web to test it. Look in the file/html_data/myform.form-data, your results should be there. Also,
check your mail to seeif the formatted results were sent to you.
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Tocreateaform that sendstheresultsto adatafileand formatted email.
Createan HTML file

<BODY>

<FORM ACTION="/cgi-bin/form/~smith/myform" METHOD=POST>
<P>Name

<INPUT TY PE="text" name="name"'><BR>

<P>Address

<INPUT TY PE="text" name="address'><BR>

<P>

<INPUT TY PE="submit">

</BODY>

Replace ~smith with your ~username. Savethefileas"form.html" and put itin your public_html directory.
Using atelnet program login to your RCI account.
make_html_data
cd html_data
pico myform.form-spec
Placethistext inthe myform.form-specfile
Szdimit=200
replace=*/,/'/
replace=* /\n/$/
test="*//
fileline="<$name>","<$address>"
mailline="<$name>","<$address>"
mailto=smith@rci
Replace"smith" with your "username". Type Ctrl-X to savethefile.
pico myform.form-mail
Placethistext inthemyform.form-mail file
From: "My form page"
To: smith@rci.rutgers.edu
Subject: Personal Information from myform
Personal Information:
Name: <$name>
Address; <$address>
Replace "smith" with your "username. Type Ctrl-X to savethefile.

touch myform.form-data

Fill out the form on the World Wide Web to test it. Look in the file/html_data/myform.form-data, your results should be there. Also,
check your mail to seeif the formatted results were sent to you.
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